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The SOLIXCloud Solution Architecture
is an Enterprise Information
Architecture. Architectures of

this kind can be viewed as an
"Enterprise Operating System”

that orchestrates a data fabric,

a multi-cloud IT environment and
DevOps management software,
serving a diverse user population
with applications and services.
SOLIXCloud's newly released Al
products, Solix ML and Solix GPT,
illustrate this as they are in effect
applications that can be deployed
within the EIA. Aside from their
impressive functionality, among the
benefits they bring is that they are
fully integrated within the corporate
computing environment.



Executive summary

web-using public at the beginning of 2023, racking

up millions of users and attracting the attention of
ClOs everywhere. In this paper, we describe and discuss the
nature of Enterprise Information Architecture (EIA) and the
data fabric requirements for Gen Al and machine learning
(ML) using the Solix Common Data Platform (CDP) as a
reference point.

In doing so, we conclude that a well-constructed
Enterprise Information Architecture can be thought of as
being an "Enterprise Operating System” organised as a data
fabric, a multi-cloud IT environment providing the computer
resources, DevOps to maintain and manage all the software
and applications, and a large population of users running
the applications and consuming the services.

Having discussed this idea, we then examine the recent
additions to the SOLIXCloud Enterprise Al product set,

Solix ML and Solix GPT, which have been built to support
the machine learning and generative Al lifecycle within the
Enterprise IT Environment.

G enerative Al or Gen Al caught the imagination of the

We conclude that organisations will be well-served
if they implement ML and Gen Al, as Solix has provided
for in these two new software environments. On the one
hand, Solix is doing a lot of the heavy lifting by integrating
these two important Al capabilities. On the other hand,
Solix provides an environment that is fully instrumented
to accommodate the needs of enterprise application
development in these areas.

In our view, organisations will be well advised to
examine the capabilities Solix provides here when
considering their data and Al strategy.
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The Foundation of Enterprise
Information Architecture

he primary goal of this paper is to discuss the (The broad capabilities of this whole ensemble are examined
Tcoherent adoption of both Al and Gen Al within in depth in a Bloor Research paper entitled Data Fabric and

the context of a functional Enterprise Information the Future of Data Management. Readers who wish to ponder
Architecture (EAI). Our discussion of EAl will be based it in greater detail are advised to read that paper.)
on the capabilities provided by the Solix CDP Solution Here, we will refer to the Solix product portfolio
Architecture. This is illustrated in Figure 1 below. components as and when the need arises as we discuss the

Among other things, Solix CDP establishes a fully- architectural implications of the corporate adoption of Al and

fledged Data Fabric, embodying an enterprise data lake Gen Al - which Solix has released as Early Access in their
and a comprehensive archiving capability. It also caters to recent Solix CDP 3.0.11 product release.

Consumer Data Privacy, Content Services (for workgroup
content data), and an Enterprise Al capability.

As illustrated, the Solix Common Data Platform can
be integrated with a Multi-Cloud environment to provide a
genuine EIA. There are few, if any, platforms that can compare.
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Figure 1 - SOLIXCloud Solution Architecture
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https://www.bloorresearch.com/research/data-fabric-and-the-future-of-data-management/
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A Model of Enterprise Computing and EAI

e can discuss EAl using Bloor’s Simple Model of IT
WComponents and their relationships, shown below
in Figure 2.

The diagram illustrates that for any application of IT,
there are always four components: User, Software, Data,
and IT hardware. An example might be sending an SMS
message on a cell phone or accessing a website from a PC.
So, the central part of Figure 2 illustrates this ubiquitous
situation: some user is running software to manipulate
data using some device. And naturally, all the relationships
indicated by the double-headed arrows exist.

It is important to note that, even in the case of a simple
application, the situation is not static. The hardware can get
upgraded somehow (one iPhone model replaces another,
say), more data may gradually accumulate, the user may find
new uses for the application, and the software itself may be
upgraded. Put simply, the application needs to be maintained
over time for it to continue providing the expected service.

The most important aspect of this model is that it scales.
We can use a similar model to represent a system with many
users, many different applications, and perhaps a database,
all distributed between the cloud and local user devices.

The diagram can be applied to whole business processes,
multiple business processes, and enterprise IT in total.

When we consider the whole of Enterprise IT, the four terms
are illustrated in the diagram, they are:

Global User Population:

The user population will consist not only of staff but also
customers, agents, and other third parties, and computer
processes that are proxies for users.

Data Fabric:

The data fabric is a data management architecture that
provides a unified and consistent way for software to access
and manage all data across the Enterprise.

DevOps:

We can think of the software development aspects of DevOps
as constituting a separate suite of applications in their own
right that create, maintain, and serve operational software.
Our interest here focuses mainly on operational and business
applications that must be managed coherently over time.

Distributed IT Resources:

Finally, the modern enterprise is usually widely distributed
regarding hardware resources - possibly with multiple cloud
instances, on-premise servers, desktop and mobile devices,
and maybe even embedded processors.

Establishing a genuine EAI means having these IT categories
properly defined and mapped. It then becomes possible to deploy
software and data onto IT resources in ways that will deliver the
service levels required and manage the whole environment over
time, expanding it or changing it when necessary.

Global User Population

DevOps SOFTWARE

Data Fabric

Z

Distributed IT Resources

- ETTER)

Figure 2 - The Four Fundamental (IT) components
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The Operating System of The Enterprise

the capabilities we have described above. It

establishes and maintains accurate catalogs
of all four large groups of “IT assets.” It knows the
interrelationships between these groups and can take
action based on this knowledge to run and manage all
the applications that an organisation uses. In such an
environment, the EAIl that delivers these capabilities
can legitimately claim to be an Operating System for the
Enterprise.

To implement such an EAI ought to be the strategic IT goal
of all organisations. Within such an EAI, all applications (with
their users-software-data-hardware requirements) should be
deployable like an application is deployed when you launch it
on a PC. The PC knows the apps and the data at its disposal
and provides them when requested by the user.

Solix's product portfolio can provide a substantial
proportion of the "Operating System for the Enterprise.” We
discuss this below.

C onsider an Enterprise IT environment that delivers

The Solix Data Fabric

The Solix Data Fabric provides a rich and comprehensive
capability. Solix categorises data into three groups:

1. The production data of the primary business
applications.

2. The analytical data used by Al and Bl applications.

3. Content data, such as documents, images, and video,
are used by office and web systems.

Enterprise
Archive

Orchestration
Metadata Management

Enterprise
Data Lake

Data Catalog

The data fabric includes a layer of abstraction that hides the
underlying complexity of the archipelago of data. It maintains
and manages an information catalog with metadata, defining
and providing access to all data. It also caters to many
necessary data-related activities, including security, data
distribution, and data governance. In respect of governance,
it gives IT organisations a single point of control over the
information lifecycle. This includes check-in and check-out
management for data pipelines.

Cloud data management requires a data archiving
capability. Archiving offloads data rarely used from
production databases, and retires data from analytical
activities and workgroup content stores. Nowadays,
archiving data usually involves moving it to less expensive
computer resources (usually in the cloud). It is a means of
managing the economics and performance of Enterprise IT.

In respect of the enterprise IT Environment (and after
the fashion of an operating system), Solix places data in
the optimum location for its use and brings data, in a timely
manner, to the place where it will be processed. Data is
located according to demand: either in an archive store, in
the Enterprise Data Lake, or with the application that uses it.

There are complexities within the enterprise IT
environment. The Solix data catalog includes a data usage
model and plays a vital role in data governance. Detailed
metadata management is necessary here as regulatory
requirements (such as GDPR) and most Al applications
require data lineage tracking. Regulatory requirements also
impose data security rules that require encryption and data
masking. These, too, need to be managed by the data fabric.
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Figure 3 - SOLIXCloud Enterprise Data Fabric
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Generally, the data fabric is tasked with meeting all
application requirements within defined service levels. Its
job is to get the required data to each user and application
in a timely manner. This can be viewed as an Enterprise
Operating System function.

The Global User Population

Aside from the employees of an organisation, the enterprise
user population must be global and may include a host

of third parties, external agents, customers, and potential
customers. The various groups of users need to have

their details recorded and maintained and to have their
application usage monitored. Essentially, there are two
significant things to be managed.

1. Security must be bulletproof.
Unauthorised use of Enterprise data, applications or
resources must never occur.

2. Role-based Access Control is needed.
Authorised users must be provided with the
capabilities and services to which they are entitled
within the limits of defined service levels.

The service level provided to any given user within the
context of any given application depends on the efficiency of
the data fabric and the versatility and management of the
Distributed IT Resources.

Distributed IT Resources

The distributed IT resources of the Enterprise include cloud
resources of every kind, including the resources provided by
any Saa$S applications, PaaS or DaaS or anything else that
supplements the on-premises capabilities. It also includes all
mobile devices or embedded systems that may be part of the
corporate computing network.

A detailed map of the whole resource space needs to
be maintained, and resource usage needs to be monitored
to avoid future shortfalls in capacity. This is the kind of
capability that Solix provides with SOLIXCloud.

Thus, an orchestration must occur across the whole
of Enterprise IT that links together the data fabric, the
distributed IT resources, and the demands of the global user
population.

DevOps

At the Enterprise level, DevOps includes all software
development activity and all upgrades to software
(applications, databases, communications software,
operating systems, etc.). Under normal circumstances,
this environment is managed with a professional discipline
that avoids unnecessary hiccups or failures. The most
challenging activity in this area usually occurs when entirely
new applications are introduced, as this will affect the

data fabric and impact the demands on the distributed IT
resources involving at least some of the user population.
Almost everything is affected.
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Al and Gen Al

egularly, about every 5 or 10 years, a sparkling new
set of applications and capabilities emerges into

the IT world. With hindsight, it is easy to identify
such revolutions: The PC and office systems, The Internet,
Social Networks, Cloud Computing, Big Data, and Machine-
Learning (ML) based Al.

Such developments bring obvious business benefits
but disrupt EIA, usually necessitating significant changes
to whatever enterprise architecture has been assembled.
Triggered by the release of the open-source Hadoop file
system, Big Data caused extensive disruption. On the positive
side, it gave birth to the idea of a data lake, which, in turn,
made constructing a data fabric much more practical.

On the negative side, while Hadoop made large-scale
parallel processing possible, it took many years for the
Hadoop environment, with its many components, to mature.
Big Data encouraged the development of Al environments
built to exploit Machine Learning algorithms.

From a practical perspective, it became possible for data
scientists to create data sandboxes within data lakes and run
resource-hungry ML algorithms on the data they created,

Generative Al (Gen Al)

The sudden appearance of Gen Al in late 2022 was a shock to
many observers. Its primary capabilities, which have gradually
emerged, can be summed up as follows:

1.

It has an unprecedented natural language ability,
which makes it suitable for interactive conversations
with people or (in some situations software). In this
area, it can be thought of as a talented chatbot. In
many situations, it can naturally augment the user
interface of other applications.

It is highly skilled in creative activity, writing anything
from email responses to blog posts or creating
original artwork from simple verbal prompts.

It is also skilled in creating and documenting program
code.

The large language models (LLMs) that drive its
capability can be integrated with an organisation's data.
This requires the implementation of a private LLM.

Beguilingly, its potential is still being determined as the

technology is still in its infancy, and it will likely become more
powerful. Nevertheless, its emergence prompted fast buy-ins
from major IT providers, including Google, Microsoft, IBM, and

thus discovering useful knowledge. Nevertheless, there
were problems in the evolution of ML. Effort was required
to harvest data in a way that recorded its lineage, and it was
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also challenging to implement the ML models into production
systems and existing business processes. The evolution of ML
Al was slow, although the benefits were clear.

also Solix, as we shall now discuss.



Solix ML and Solix GPT

olix currently offers an Enterprise Al capability that
uses Al to provide the following functionality:

® Data discovery and classification:
SOLIXCloud Enterprise Al surveys all enterprise systems
to discover and classify structured and unstructured data.
Thus, the data fabric remains current as the data catalog
and metadata maps are kept up-to-date.

® Data security and compliance:
It implements various security and compliance features,
including encryption, data masking, and role-based access
control, assisting organisations with their compliance
obligations, including HIPAA, GDPR, and CCPA.

e Information Lifecycle Management (ILM):
It assists in managing the data lifecycle. It allows for
defining data retention and disposal policies, legal hold
management, data archiving strategies, and reports when
action is required.

® Predictive analytics:
It employs predictive analytics to identify potential data
risks and compliance issues so that proactive action can
be taken.

In its recent announcement, Solix is adding two new
components to SOLIXCloud Enterprise Al that directly support
the implementation of Al applications. They are Solix ML and
Solix GPT.

Solix ML

Solix ML is a machine learning platform that helps
organisations deploy, monitor, and maintain machine learning
models. It is built to handle large datasets and supports the
entire machine-learning lifecycle. It integrates naturally with
Solix CDP, so all data, both structured and unstructured
(including text, image, video, etc.), can be accessed and
analysed.

It views the ML lifecycle as having the following stages:
Data preparation, Exploration, and analysis, Feature
engineering (for model training), Model training, Model
validation, Pipeline/deployment and monitoring.

Solix ML is built for scalability and thus can be employed
on the largest ML implementations. Because of its integration
with the Solix CDP, organisations that already have active ML
applications will likely be able to accommaodate them within
Solix ML.

Solix GPT

Of the two new products, Solix GPT is the one most likely

to attract strong interest as many organisations are still
struggling with the problem of adopting Gen Al. They see
obvious applications for it and know they will adopt it. Still,
they have yet to determine how it will it within the enterprise
IT environment and where it will prove most effective within
their business processes.
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Figure 4 - Solix GPT

Solix GPT provides an excellent place to start. It
implements Gen Al using a popular private LLM and connects
it to the Solix Enterprise Data Lake via the Solix CDP. This is
usually the first step in adopting Gen Al at a corporate level
because the LLM is trained on corporate data and can be
used immediately to investigate and answer questions that
involve or are focused on corporate data.

Solix GPT can be used by any employee and requires little
or no training, as it behaves like Chat GPT. The difference is
that an employee could ask it to write a marketing document
for a company product, write a blog post about industry news,
or produce an HR report. Developers can use it to generate
code or comment on and explain code in existing programs.

Because it is integrated with Solix CDP, Solix GPT has
role-based access control, can implement end-to-end
encryption, and applies dynamic and static data masking. This
protects corporate data from unauthorised access.

The impact of Gen Al on EAI

For organisations that do not have a well-organised enterprise
IT environment, the adoption of Gen Al is likely to be as
disruptive as any previous technology revolution. Without a
data fabric providing a practical catalog of all corporate data,
it will be difficult even to identify all the corporate data that
should be made available to the Gen Al software. Security

of data usage may prove problematic, as will any regulatory
compliance that the organisation is subject to.

Data flow through the enterprise IT environment
will inevitably increase, and the economics of enterprise
computing will shift. Nevertheless, organisations will
undoubtedly adopt Gen Al technology - the benefits are far
too compelling.

Most organisations have already concluded that they will
need a private Gen Al capability rather than risk exposing
their valuable corporate data to ChatGPT or any other public
Gen Al service. Solix provides it - a private Gen Al service to
which is, by virtue of the data fabric, already able to access all
corporate data.

Solix ML and GPT in summary

Ultimately the implementation of Al (ML and Gen Al) is all
about data integration. Taken together, Solix CDP, Enterprise
Archiving, the Enterprise Data Lake in combination with
Consumer Data Privacy, provides a versatile environment for
delivering safe, secure, and governed data ML and Gen Al.
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Bloor overview

Technology is enabling rapid business evolution. The opportunities are immense but if
you do not adapt then you will not survive. So in the age of Mutable business Evolution is
Essential to your success.

We'll show you the future and help you deliver it.

Bloor brings fresh technological thinking to help you navigate complex business situations,
converting challenges into new opportunities for real growth, profitability and impact.

We provide actionable strategic insight through our innovative independent technology
research, advisory and consulting services. We assist companies throughout their
transformation journeys to stay relevant, bringing fresh thinking to complex business
situations and turning challenges into new opportunities for real growth and profitability.

For over 25 years, Bloor has assisted companies to intelligently evolve: by embracing
technology to adjust their strategies and achieve the best possible outcomes. At Bloor, we
will help you challenge assumptions to consistently improve and succeed.
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